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AbstractThe increasing integration of digital systems into critical infrastructure has transformed cyber warfare into a systemic national securityrisk with strong spatial characteristics. In Indonesia, rapid digitalization and uneven infrastructure development have expandedthe cyber-attack surface, while existing studies remain largely qualitative or rely on aggregated national indices that fail to capturesubnational exposure patterns. This study addresses this gap by developing a Cyber Warfare Exposure Index (CWEI) based onGeospatial Intelligence (GEOINT) to assess provincial-level exposure across Indonesia. The index integrates seven indicators, energy,transportation, telecommunications, government facilities, internet penetration, night-time light intensity, and urbanization, derivedfrom open-source geospatial data and official statistics. All indicators were normalized using min–max scaling and aggregatedthrough equal-weighted, with robustness tested using Principal Component Analysis (PCA), Pearson correlation, and One-at-a-Timesensitivity analysis. Results reveal strong spatial disparities in cyber warfare exposure, with CWEI values ranging from 0.019 to 0.746.DKI Jakarta exhibits the highest exposure (CWEI = 0.746), followed by West Java (0.573) and Central Java (0.564), while severaleastern provinces fall into the very low exposure category. The equal-weighted and PCA-based indices show near-perfect agreement(R2 = 0.997; r = 0.998), confirming high methodological robustness. Global Moran’s I (0.689; p < 0.001) indicates significant positivespatial autocorrelation of exposure. These findings demonstrate that cyber warfare exposure in Indonesia is highly concentrated andspatially structured, underscoring the need for regionally prioritized, risk-based cyber defense strategies.
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1. INTRODUCTION

Digital transformation has shifted the nature of national se-
curity threats from predominantly physical threats to a multi-
domain threat spectrum encompassing cyberspace. Cyber war-
fare is no longer limited to sabotaging military information
systems, but has expanded to include attacks on strategic civil-
ian infrastructure such as energy grids, transportation systems,
telecommunications, and digital government, directly impact-
ing national stability and public safety (Sommer et al., 2023) .
The cyber era has brought about a new reality in national se-
curity, where the unique characteristics of the cyber domain
differ fundamentally from traditional conceptualizations of
national security, creating a convergence between the virtual
and physical worlds that changes the entire national security
frame of reference (Reveron and Savage, 2020; Sommer et al.,
2023) . This study explicitly distinguishes cyber warfare from
large-scale cybercrime. Cyber warfare refers to state-linked or

state-directed cyber operations targeting strategic infrastruc-
ture for geopolitical or national security objectives (Harknett
and Smeets, 2022) . Cybercrime is primarily financially moti-
vated and conducted by non-state actors (Abrardi et al., 2025) .
The CWEI is therefore designed to assess exposure to strategic,
state-relevant cyber threats rather than generalized cybercrimi-
nal activity.

In this context, cyberspace has evolved into a strategic do-
main closely integrated with physical and social space, forming
a complex and interdependent cyber-physical system. Criti-
cal infrastructure relies on Information and Communication
Technology (ICT) systems to enable the smooth operation of
its equipment and facilities (Avtar et al., 2021) . These cyber-
physical systems are vulnerable to cyberattacks due to their vul-
nerabilities, making their security a critical issue that requires
a multidimensional approach that integrates cybersecurity, in-
formation warfare, and civil-military cooperation for effective
defense against hybrid threats (Pramono, 2025; Yu et al., 2023) .
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Indonesia faces a significant digital security paradox, where ac-
celerated ICT infrastructure development, expanded internet
penetration, and the implementation of digital government
have improved the efficiency of public services and driven eco-
nomic growth, but simultaneously expanded the attack surface
for both state and non-state actors in cyberspace. Empirical
evidence shows that Indonesia’s internet penetration rate in-
creased dramatically from 25.37% in 2016 to 53.73% in 2020,
with a total of 204 million people (73% of the population)
connected to the internet (Anggoro et al., 2022) . However,
this growth is accompanied by various serious cyber threats
including cybercrime, scams, phishing, malware injection, and
potential cyber warfare, with concrete cases such as the Toko-
pedia data breach that was traded on the dark web (Marwan
et al., 2022; Wibowo et al., 2024) .

This paradox is exacerbated by a combination of high re-
liance on digital infrastructure, uneven institutional capacity,
and technical security gaps common in developing countries
with intermediate levels of digitalization. Security challenges in
implementing Electronic Government Systems (ESBS) arise
from the large volume of sensitive information that must be
managed (Ibrahim et al., 2020) , while Anggoro et al. (2022)
reveals the uneven level of ICT vulnerability, particularly in
eastern Indonesia. This condition has the potential to threaten
national sovereignty and emphasizes the urgency of strength-
ening national cyber infrastructure and institutions (Aulianisa
and Indirwan, 2020) .

Cybersecurity literature consistently asserts that critical in-
frastructure, including energy, transportation, telecommunica-
tions, and digital government systems, are prime targets for cy-
ber warfare due to their centralized, interconnected nature and
widespread impact on other sectors (Aljohani, 2024; Czuryk,
2023; Venkatachary et al., 2024) . The integration of intelli-
gent transportation systems and the proliferation of sensors
and Internet of Things (IoT) devices are increasing operational
efficiency, but simultaneously expanding cyberattack vectors
that could potentially threaten public safety and national secu-
rity (Alomari et al., 2025; Zeddini et al., 2022) . In the spatial
dimension, the night-time light (NTL) indicator has been em-
pirically proven to be a strong proxy for economic activity,
infrastructure density, and intensity of digital system use, espe-
cially in areas with limitations in conventional statistics (Gibson
et al., 2020; Zheng et al., 2023b) . It is important to emphasize
that NTL intensity and internet penetration are employed in
this study as proxy indicators of digital activity, infrastructure
concentration, and socio-economic intensity, rather than as di-
rect causal drivers of cyber warfare. These indicators reflect the
spatial distribution of potential cyber-physical targets and the
density of digitally dependent systems, which condition expo-
sure to cyber warfare activities. Their use is therefore aligned
with exposure-based assessment frameworks, not causal threat
modeling. The level of urbanization also reflects the concen-
tration of complex cyber-physical systems, with urban areas
exhibiting a higher reliance on digital infrastructure and energy
consumption, thus implying a greater level of cyber exposure

(Chang et al., 2025; Marull et al., 2023; Zheng et al., 2023a) .
Geospatial approaches are increasingly recognized as an ef-

fective analytical framework for integrating physical and digital
dimensions in non-kinetic security risk assessments. Studies
based on spatial indices and quantitative analyses demonstrate
that geospatial data integration can represent the complexity
of multidimensional risks more objectively and measurably at
regional and national scales, particularly in developing coun-
tries with high regional heterogeneity (Maulana et al., 2025;
Suhadi et al., 2023). The Geospatial Intelligence (GEOINT)
approach enables spatial mapping of strategic infrastructure
and digital activities to uncover risk concentration patterns not
identified through non-spatial approaches (Adityayuda et al.,
2024) .

However, most cyber warfare studies still focus on qualita-
tive analysis, incident case studies, or aggregate national indices
that fail to capture the spatial variation in vulnerability within
a single country. Empirical studies indicate significant digital
disparities in Indonesia, with digital transformation and in-
frastructure concentrated in western metropolitan areas, while
transitional regions and eastern Indonesia lag structurally be-
hind (Jaya et al., 2024; Kartiasih et al., 2023) . The limitations
of this non-spatial approach make GEOINT a relevant frame-
work for integrating spatial data, statistics, and infrastructure
indicators in mapping cyber warfare risks territorially (Liu et al.,
2022; Setiawan et al., 2024) .

Based on these gaps, this study aims to develop a province-
based Cyber Warfare Exposure Index (CWEI) in Indonesia
to measure the level of cyber warfare exposure based on the
spatial concentration of critical infrastructure and digital ac-
tivity indicators. This study analyzes the spatial distribution
patterns and regional clustering of cyber warfare exposure and
evaluates the robustness of the composite index through a com-
parison of equal-weighted schemes and Principal Component
Analysis (PCA). The selection of indicators, including energy,
transportation, telecommunications, government offices, inter-
net penetration, night light intensity, and urbanization level, is
based on consistent literature findings that confirm the close
relationship between cyber warfare exposure and dependence
on digital infrastructure and the economy (Lasaiba, 2022; Si-
tumorang et al., 2023; Manullang, 2022) . All indicators are
given equal-weighted to maintain methodological transparency
and increase the replicability of research across regions and
time (Aulianisa and Indirwan, 2020) .

This study systematically examines how geospatial intel-
ligence can be integrated to measure cyberwarfare exposure
at the provincial level in Indonesia. Specifically, it seeks to
identify which provinces exhibit the highest levels of cyber-
warfare exposure based on the spatial concentration of critical
infrastructure and digital activity indicators. Furthermore, it
explores the spatial patterns and distribution characteristics of
cyberwarfare vulnerabilities across Indonesia, with particular
attention to geographic clustering and regional disparities. Fi-
nally, it evaluates the robustness of the proposed composite
index approach by comparing an equal-weighted aggregation
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method with a data-driven weighting scheme using PCA.
Based on existing literature and preliminary observations,

this study hypothesizes that provinces with a higher density
of critical infrastructure will exhibit significantly higher levels
of cyberwarfare exposure. Furthermore, provinces located in
Java are expected to dominate the Very High exposure cat-
egory due to the concentration of economic activity, digital
infrastructure, and government systems in these regions. Con-
versely, provinces in Eastern Indonesia are hypothesized to
be dominated by the Low exposure category due to limited
digital infrastructure, lower internet penetration, and reduced
urbanization rates. Furthermore, this study suggests that an
equal-weighted composite index will exhibit a strong positive
correlation with the PCA-derived weights index (R2 > 0.90),
thus demonstrating the robustness of the indicator selection
and aggregation strategy.

2. EXPERIMENTAL SECTION

2.1 Data Collection and Characteristics
This study uses a quantitative approach with all provinces in
Indonesia as the unit of analysis. The data used represents
the dimensions of infrastructure exposure to cyber warfare,
constructed from seven main indicators such as energy, trans-
portation, telecommunications, government offices, internet
penetration, nighttime light intensity, and urbanization level.
Data on energy, transportation, telecommunications, and gov-
ernment infrastructure were obtained through spatial extrac-
tion and aggregation from the open-source OpenStreetMap
(OSM) database, which has been widely used in critical infras-
tructure mapping studies and spatial risk analysis due to its
coverage and up-to-date data (OpenStreetMap, 2025) . Night
light intensity indicators are taken from the Visible Infrared
Imaging Radiometer Suite (VIIRS) sensor, which is widely
used as a proxy for economic activity and infrastructure den-
sity (Elvidge et al., 2013) . Urbanization rate data is sourced
from the Global Human Settlement Layer (GHSL) (Pesaresi
et al., 2024) , while internet penetration data was obtained from
the official report of the Indonesian Internet Service Providers
Association (APJII) (APJII Indonesia, 2024) .

In this study, exposure refers to the spatial presence and
concentration of potential cyber warfare targets, vulnerability
denotes weaknesses in defense mechanisms, and risk reflects the
probability and impact of realized attacks. CWEI is explicitly
constructed as an exposure index and does not directly measure
vulnerability or realized cyber risk. Indicators related to cyber
defense capacity, such as security operations centers, intrusion
detection systems, or cyber workforce readiness, were excluded
due to limited data availability and classification constraints.
As a result, CWEI focuses on infrastructure-centric exposure
rather than defensive capability, which should be addressed in
complementary assessments.

Table 1 summarizes the data sources and indicators used
in constructing the CWEI. The selection of indicators is based
on consistent literature findings from the past five years, which
emphasize that cyber warfare exposure is closely correlated

with critical infrastructure density, digital activity intensity, and
cyber-physical system concentration. The use of open-source
data and official statistics ensures transparency, replicability,
and the feasibility of applying the methodology to developing
country contexts.

The seven indicators selected in this study represent the
main dimensions of cyber warfare exposure, encompassing
critical physical infrastructure, digital infrastructure, and the
spatial characteristics of human activity. Energy, transporta-
tion, telecommunications, and government indicators reflect
cyber-physical systems that are the primary targets of strategic
cyber operations. Meanwhile, internet penetration, nighttime
light intensity, and urbanization levels serve as proxy indicators
that capture the intensity of digital interactions, the density
of economic activity, and the complexity of urban systems.
This combination of direct and proxy indicators is designed to
ensure comprehensive exposure coverage without excessive re-
dundancy. All data is converted to the provincial level through
a spatial join and statistical aggregation process, resulting in
each indicator having a single representative value per province.
This approach enables consistent and comparative spatial anal-
ysis across administrative regions and supports multi-source
data integration within a GEOINT framework.

2.2 Data Processing
The data processing stage begins with normalizing all indica-
tors using the min-max normalization method to eliminate
scale differences between variables. Based on Starovoitov and
Golub (2021) , input data is often presented in different dimen-
sions, requiring conversion to a single representation through
normalization. This method ensures that no single variable
dominates the analysis due to its original scale. Research shows
that data normalization can improve classification accuracy and
enable meaningful comparisons between indicators with differ-
ent units of measurement. Normalization is performed using
the equation:

X ′
i j =

Xi j − X j ,min
X j ,max − X j ,min

(1)

where the standardized indicator value, is the original indi-
cator value for the province in indicator, and are the minimum
and maximum values of indicator, respectively X ′

i jXi j i jX j ,min
X j ,max j.

After normalization, the CWEI index is calculated using
an equal-weighted approach, where each indicator is given an
equal-weighted. This approach was chosen to maintain ob-
jectivity, avoid normative bias, and increase the transparency
and replicability of the model. The use of an equal-weighted
approach in the construction of the CWEI is based on method-
ological and epistemological considerations. In the context of
cyber warfare, there is no empirical data on the relative impor-
tance of different types of infrastructure at the national scale.
Therefore, giving equal-weighted to all indicators was chosen
to avoid normative bias and implicit assumptions about the
priority of certain threats. This approach is in line with the
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Figure 1. Research Framework

principle of methodological prudence and is widely used in risk
and security indices when the causal relationships between vari-
ables are complex and interdependent (w j=1/7) (Decancq and
Lugo, 2013; Gasser, 2020) . The CWEI formula is formulated
as follows:

CWEIi =
n∑︁
j=1

w jX ′
i j (2)

with as the number of indicators. The CWEI values were
then classified into five exposure classes (very low to very high)
using the quantile classification method to facilitate spatial in-
terpretation and interprovincial comparisons n = 7.

To classify CWEI values into five spatial exposure classes,
this study used a quantile classification scheme. The quantile
classification method divides all provinces into a number of
classes, each with an equal number of observations (provinces).
In other words, each class represents a certain percentile of the
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Figure 2. Data Distribution per Province

value distribution, so that each class has a statistically balanced
database. This approach differs from the equal interval or
natural breaks method, because quantiles do not divide the
range of values absolutely or attempt to find "natural grouping"
in the data, but rather emphasize the ordinal distribution of
values and uniform visual representation on choropleth maps
in a geospatial context (Li and Shan, 2022) .

Cartographically, the quantile classification method is often
used to reveal relative spatial patterns when the focus of the

analysis is on regional rankings rather than absolute differences
in values. This is important in the context of this research
because the CWEI is a composite index that aggregates various
indicators with a skewed distribution of values. With quantiles,
each class has a balanced number of provinces in the analysis,
so the exposure class map is not dominated by outliers and
facilitates relative comparisons between regions (Li and Shan,
2022) .
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2.3 Robustness and Sensitivity Test
As part of the robustness check, the results of the equal-weighted
CWEI were compared with an alternative index constructed
using PCA. PCA was used to identify the dominant variance
structure in the data and generate indicator weights based on
pure statistics without any normative assumptions, in line with
the findings Alqararah (2023) which shows PCA as an effec-
tive weighting-aggregation method to reduce subjectivity in
the construction of composite indicators. Wu et al. (2022)
strengthen this approach by showing that PCA is effective as
a dimensionality reduction technique for identifying critical
variables in risk and emergency assessments.

Figure 3. Histogram of CWEI Distribution Across Provinces
(Skewness)

In constructing composite indices such as the CWEI, the
choice of weighting scheme is a major source of methodologi-
cal uncertainty. The index methodology literature emphasizes
that indicator weights often contain normative elements or im-
plicit assumptions that can potentially influence the final results
and rankings of regions (Nardo et al., 2008) . Therefore, this
study not only adopts an equal-weighted approach to maintain
transparency and replicability, but also complements it with
a sensitivity test as a mechanism for evaluating the model’s
robustness. Sensitivity analysis was conducted using the One-
at-a-Time (OAT) approach, where the weight of each indicator
is systematically varied (±10%) while other indicators are held
constant, to observe the stability of CWEI scores and rank-
ings. This approach is in line with recommendations (Nardo
et al., 2008) which places sensitivity testing as an essential
component in the validation of multidimensional indexes, as
well as with the analytical framework proposed by Decancq
and Lugo (2013) , which emphasizes that a robustness evalua-
tion of weight variations is necessary to ensure that substantive
conclusions are not solely based on specific weighting assump-
tions. Thus, the application of the OAT sensitivity test in this
study serves to strengthen the methodological legitimacy of the
CWEI and increase confidence in the spatial interpretation of
cyber warfare exposure between provinces.

2.4 CWEI Development Framework
This study uses a structured methodological framework to mea-
sure and map provincial-level cyberwarfare exposure in In-
donesia through the development of the CWEI. The research
framework is shown in Figure 1.

The process began with multi-source data collection cov-
ering critical infrastructure indicators, digital and economic
activity metrics, and provincial geospatial boundaries, followed
by data harmonization and cleaning to ensure consistency and
comparability. All indicators were normalized using min-max
normalization to eliminate scale effects. The CWEI was then
constructed using two parallel approaches: a composite in-
dex with equal-weighted to ensure transparency and inter-
pretability, and a PCA-derived weights scheme to provide a
data-driven benchmark for resilience assessment. The use
of equal-weighted inherently involves normative assumptions
regarding indicator importance. However, this approach en-
hances transparency, minimizes subjective bias, and facilitates
replication. Robustness checks using PCA-derived weights
confirm that the resulting spatial patterns are not sensitive to
weighting schemes.

Equal-weighted CWEIs were classified into exposure lev-
els using Quantile Classification, allowing comparison of rela-
tive risks across provinces. Spatial dependence was examined
through the K-Nearest Neighbors (KNN) spatial weight matrix,
chosen to accommodate Indonesia’s archipelagic geography,
and evaluated using Global Moran’s I to identify spatial au-
tocorrelation patterns. Finally, CWEI values were visualized
through thematic geospatial mapping, and all analysis results,
including index construction, robustness testing, and spatial
statistics, were integrated to generate policy-relevant interpreta-
tions regarding the spatial structure of Cyber Warfare exposure.
Table 2 summarizes the analysis techniques employed in this
study.

Figure 4. Contribution of CWEI Indicators

3. RESULTS AND DISCUSSIONS

3.1 Descriptive Statistics of CWEI Indicators
Descriptive statistical analysis was conducted to provide an ini-
tial understanding of the characteristics, distribution, and level
of variation of the indicators that make up the CWEI at the
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Table 1. Data Sources and Indicators for CWEI Construction

Indicator Data Source Resolution Year Relevance

Energy Infrastruc-
ture

OSM Spatial
(Point)

2025 Energy infrastructure is a primary target
of cyber warfare due to its critical nature
and systemic impact across sectors.

Transportation
Infrastructure

OSM Spatial
(Point)

2025 Modern transportation systems rely on
digital systems and are vulnerable to cyber
intrusions with public safety implications.

Telecommunication OSM Spatial
(Point)

2025 Telecommunications serve as the back-
bone of all cyber and digital government
activities.

Government offices OSM Spatial
(Point)

2025 Representation of state asset concentra-
tion and digital administration system.

Internet Penetration APJII Provincial
Statistics

2024 Proxy of connectivity intensity and poten-
tial attack surface.

Night-Time Light
(NTL)

VIIRS Raster 2024 Empirical proxies of economic activity
and digital infrastructure density.

Urbanization Rate GHSL Raster 2024 Urbanization reflects the concentration of
complex cyber-physical systems.

provincial level in Indonesia. Table 3 presents the minimum,
maximum, mean, standard deviation, and other distribution
measures for each indicator, which collectively represent the di-
mensions of infrastructure and socio-digital exposure to cyber
warfare risk.

Table 3 presents descriptive statistics for the seven nor-
malized indicators used in the construction of the CWEI. All
indicators were scaled to a range of 0-1 to ensure comparability
across dimensions. The results indicate substantial heterogene-
ity among the indicators, as reflected in their mean values and
higher-order moments. Indicators related to infrastructure and
governance, such as Energy and Governance, exhibit relatively
low mean values accompanied by high positive skewness and
kurtosis, indicating that high levels of exposure are concen-
trated in a limited number of provinces. In contrast, Internet
Penetration exhibits a relatively high mean value (0.571) and
negative skewness, indicating a more even distribution and
wider access across regions. The mean NTL radiation exhibits
extreme skewness (5.697) and kurtosis (31.280), reflecting the
strong spatial concentration of economic activity in metropoli-
tan areas. Overall, these distributional properties justify the
use of composite normalization and aggregation, as the raw
indicator values will be dominated by a small number of highly
urbanized provinces.

Analysis of the distribution shape shows that most indicators
have positive skewness, indicating an asymmetric distribution
with a long positive slope. This pattern indicates that only a
small number of provinces have very high indicator scores,
while the majority of provinces are at low to medium levels.
This finding confirms that cyber warfare exposure in Indonesia
is not randomly distributed, but rather concentrated in regions
with high strategic infrastructure intensity, cyber-physical sys-

Figure 5. Scatter Plot Equal-Weighted Vs PCA

tem complexity, and high economic activity.
Overall, the descriptive statistics in Table 3 provide strong

empirical justification for the CWEI composite index approach.
Variation across indicators and across provinces underscores
the need for a quantitative and spatial approach to mapping
cyber warfare exposure territorially. These results also provide
an important methodological basis for further analysis, both in
spatial mapping of the CWEI and in testing the robustness of
the model through comparison with the PCA approach.
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Table 2. Framework and Analysis Techniques

Stage Method Objective

Normalization Min–Max Scaling Equalizing the indicator scale
Aggregation Equal-Weighted Transparency and replicability
Robustness Principal Component Anal-

ysis (PCA)
Data structure validation

Classification Quantile Spatial interpretation
Spatial Autocorrela-
tion

Moran’s I (KNN) Geographic cluster detection

Sensitivity OAT Weighting Index stability test

Figure 6. CWEI Indonesia Map

3.2 CWEI Indicator Levels Across Provinces
A disparity analysis of the CWEI indicators was conducted
to identify spatial inequality patterns in the distribution of
strategic infrastructure and socio-digital characteristics across
provinces in Indonesia. The vertical bar graph visualization
in Figure 2 reveals stark differences between regions, both on
an absolute scale and in the pattern of provincial rankings for
each indicator. These results confirm that exposure to cyber
warfare is highly localized and influenced by the concentration
of specific strategic functions.

Infrastructure indicators, such as energy, transportation,
telecommunications, and government facilities, show clear
dominance by a small number of provinces. DKI Jakarta consis-
tently ranks at the top across almost all indicators, particularly
telecommunications and digital government, reflecting its role
as the center of state administration and a key node in the na-
tional information network. Provinces on the island of Java,
particularly West Java, Central Java, and East Java, also show
high indicator scores, indicating a large concentration of cyber-
physical systems and public service infrastructure. In contrast,
most provinces in Eastern Indonesia and the archipelago region
show relatively low indicator scores and tend to be distributed at
the bottom of the distribution. This pattern suggests that while
these regions have lower absolute exposure to cyber warfare,
they also potentially have limited cyber defense capacity and
system redundancy, which could increase functional vulnera-
bility in the event of a regional-scale cyber disruption. Internet

penetration and urbanization indicators show a different pat-
tern of disparity compared to hard infrastructure. The bar
chart shows that while urban provinces on the island of Java
remain in the top group, the gap between provinces is relatively
narrow. This shows that basic access to digital technology has
spread more widely, but this has not necessarily been accom-
panied by an increase in adequate system security capacity and
cyber governance.

Table 4 provides information on provincial-level CWEI
scores obtained from Equal-Weighted and PCA, along with
categorical classifications of exposure levels. The results show
a clear spatial hierarchy of exposure, with DKI Jakarta consis-
tently ranking highest under both weighting schemes, followed
by the larger provinces in Java, such as West Java, Central Java,
and East Java. Provinces classified as having Very High ex-
posure are largely characterized by high population density,
high infrastructure intensity, and concentrated economic ac-
tivity. In contrast, provinces in eastern Indonesia, particularly
in the regions of Papua, Maluku, and Sulawesi, exhibit signif-
icantly lower CWEI values and are classified as Low to Very
Low exposure. The inclusion of the Exposure Level category
improves interpretation by translating continuous index values
into policy-relevant exposure classes, facilitating comparative
risk assessments across provinces. The similarity between the
equal-weighted CWEI and PCA CWEI rankings indicates that
the observed spatial patterns of exposure are robust to alterna-
tive weighting assumptions.

3.3 Characteristics of CWEI Value Distribution
Analysis of the distribution characteristics of CWEI values
across provinces provides in-depth quantitative insights into
national cyber vulnerability patterns. Visualizations using the
Histogram of CWEI Distribution across Provinces in Figure 3
and the Contribution of CWEI Indicators in Figure 4 reinforce
and enrich the spatial findings outlined previously.

The distribution histogram in Figure 3 clearly shows that
the distribution of CWEI values follows an abnormal (non-
symmetric) pattern with positive skewness (leaning to the right).
The vast majority of provinces (as seen from the tall bars of
the histogram) are concentrated in the low to medium CWEI
range (around 0.1-0.3). Meanwhile, only a small number of
provinces have very high CWEI values (approaching 0.5-0.7),
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Table 3. Descriptive Statistics (Normalized Values)

Indicator N Mean Std. Dev Min Max Skewness Kurtosis

Energy 38 0.099 0.200 0 1 2.95 9.267
Transportation 38 0.201 0.248 0 1 2.04 3.054
Telecommunication 38 0.143 0.221 0 1 2.545 5.94
Government 38 0.097 0.173 0 1 4.067 18.178
Internet Penetration 38 0.571 0.266 0 1 -0.349 -0.764
Night-Time Light
(NTL)

38 0.046 0.161 0 1 5.697 31.28

Urbanization Rate 38 0.139 0.229 0 1 2.104 3.887

indicated by the long tail on the right side of the histogram.
This distribution pattern empirically proves the extreme con-
centration of cyber warfare risk in a handful of regions that
hold a nationally strategic role, which in this context are the
centers of government, economy, and digital infrastructure.

Figure 7. CWEI Level Classification Map in Indonesia

Figure 4 reveals the dominant factors driving high CWEI
scores in specific provinces. This bar graph shows the aver-
age relative contribution of each index indicator. It can be
seen that Internet Penetration and NTL indicators, as proxies
for economic activity and urbanization, provide the highest
contributions to the overall CWEI score. This is followed by
critical infrastructure indicators such as Telecommunications,
Energy, and Transportation. This finding is consistent with the
logic that the highest exposure arises from the combination of
massive digital connectivity, with high internet access, and the
concentration of socio-economic-infrastructure activities.

The combination of uneven distribution patterns in Fig-
ure 3 and identified key contributors in Figure 4 has crucial
policy implications. These characteristics emphasize that ef-
forts to enhance national cyber resilience will be ineffective if
implemented uniformly. Instead, a differential, risk-based ap-
proach is needed that prioritizes resources and interventions in
provinces with high CWEI scores. These provinces, which are
the epicentres of national activity, are prime potential targets
in cyber conflict scenarios, both for disruptive attacks on vi-
tal infrastructure (energy, transportation, telecommunications)
and for information and destabilization operations. This distri-
bution and contributor analysis not only validates the CWEI
construct from a statistical perspective but also transforms spa-

tial data into actionable strategic information. The GEOINT
approach through CWEI provides a clear solution for allocat-
ing cyber defense capabilities more intelligently, efficiently, and
effectively, with a focus on protecting critical national assets
concentrated in areas of highest exposure.

Table 5 summarizes the distribution characteristics of the
CWEI under the Equal-Weighted and PCA-derived weights.
Both index variants exhibit positive skewness and leptokurtic
behaviour, indicating that high exposure values are concen-
trated in a small number of provinces, while the majority ex-
hibit relatively low to moderate levels of exposure. The PCA
CWEI exhibits a higher mean and standard deviation com-
pared to the Equal-Weighted CWEI, reflecting the greater
influence of the dominant variance component captured by
PCA. Despite these differences, the overall shape of the distri-
butions remains very similar, as evidenced by nearly identical
skewness and kurtosis values. This consistency suggests that
the core structure of exposure is not substantially altered by the
choice of weighting methodology, strengthening the stability
of the composite index.

3.4 Weighting Robustness and Sensitivity Analysis
As part of the validation, robustness tests were conducted to
assess the sensitivity of the CWEI to indicator weighting as-
sumptions. A potential concern is that index results may rely
too heavily on subjective assumptions in determining weights.
To test this, the CWEI calculated using the equal-weighted
method, where all indicators are assumed to have equal contri-
bution, was compared with the CWEI calculated using PCA,
an objective weighting method based on data variance.

The results of this comparison, visualized in Figure 5, show
a nearly perfect linear relationship between the two versions
of the index. The data points representing each province are
tightly clustered around the trend line. The strength of this
relationship is quantified by the very high coefficient of deter-
mination (R2) of 0.997. This value indicates that 99.7% of the
variation in the PCA-derived weights CWEI can be explained
by the equal-weighted CWEI, and vice versa. This finding is in
line with a similar study conducted by Bruno et al. (2023) using
correlation analysis and PCA to test the redundancy of the com-
posite index, and confirming the very high robustness of the
CWEI model. The relative ranking and exposure classification
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Table 4. Provincial CWEI and Exposure Level

Province CWEI Equal-Weighted CWEI PCA Exposure Level Ranking

DKI Jakarta 0.746 1 Very high 1
West Java 0.573 0.81 Very high 2
Central Java 0.564 0.769 Very high 3
East Java 0.494 0.686 Very high 4
Banten 0.418 0.519 Very high 5
Special Region of Yo-
gyakarta

0.284 0.379 Very high 6

Bali 0.249 0.325 Very high 7
South Sulawesi 0.183 0.23 Very high 8
East Kalimantan 0.176 0.203 High 9
East Nusa Tenggara 0.168 0.191 High 10
Aceh 0.164 0.205 High 11
West Nusa Tenggara 0.163 0.192 High 12
Riau 0.163 0.193 High 13
Jambi 0.156 0.176 High 14
South Kalimantan 0.154 0.178 High 15
Riau Islands 0.149 0.177 Medium 16
North Sumatra 0.147 0.186 Medium 17
North Sulawesi 0.141 0.167 Medium 18
Bengkulu 0.141 0.155 Medium 19
Lampung 0.14 0.167 Medium 20
Central Kalimantan 0.139 0.156 Medium 21
Bangka Belitung Islands 0.135 0.15 Medium 22
South Sumatra 0.135 0.164 Medium 23
West Kalimantan 0.13 0.147 Low 24
West Sumatra 0.128 0.154 Low 25
West Papua 0.122 0.129 Low 26
Papua 0.109 0.125 Low 27
Central Papua 0.107 0.126 Low 28
Southwest Papua 0.093 0.097 Low 29
South Papua 0.09 0.095 Low 30
Papua Mountains 0.09 0.129 Very Low 31
Maluku 0.079 0.087 Very Low 32
North Maluku 0.073 0.073 Very Low 33
North Kalimantan 0.07 0.068 Very Low 34
Southeast Sulawesi 0.064 0.056 Very Low 35
Gorontalo 0.044 0.031 Very Low 36
Central Sulawesi 0.036 0.024 Very Low 37
West Sulawesi 0.019 0 Very Low 38

Table 5. Distribution Statistics (Index Level)

Indicator Mean Std. Dev Min Max Skewness Kurtosis

CWEI Equal-Weighted 0.185 0.161 0.019 0.746 2.034 3.457
CWEI PCA 0.229 0.227 0 1 2.038 3.339

between provinces remained virtually unchanged regardless of
the weighting method used.

Analysis of Table 6 reveals the underlying structure of the
data. The first principal component (PC1), which captures the

largest variance in the dataset, shows the loadings for each in-
dicator. Based on absolute loadings, the indicators Transporta-
tion (0.4943) and Urbanization Level (0.4742) contributed
the most, followed by Telecommunication (0.4319) and In-
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Table 6. PCA Loading

Indicator PC1 Loading Absolute Loading Relative Contribution (%)

Transportation 0.4943 0.4943 19.2989
Urbanization Rate 0.4742 0.4742 18.5146
Telecommunication 0.4319 0.4319 16.8616
Internet Penetration 0.3599 0.3599 14.0515
Energy 0.2833 0.2833 11.0603
Government 0.2744 0.2744 10.7151
Night-Time Light (NTL) 0.2433 0.2433 9.4979

Table 7. Robustness Test (Equal-Weighted vs PCA)

Metric Value

Pearson Correlation 0.99836
P-value 0

ternet Penetration (0.3599). This loading pattern strengthens
the conceptual validity of the CWEI, as the indicators that are
theoretically most relevant to critical infrastructure vulnerabil-
ity and the critical mass of the digital population are the ones
that are statistically most determinant in shaping variations in
index scores.

The consistency between the two approaches, demonstrated
by the near-perfect scatterplot and the absence of significant
changes in provincial rankings, conveys an important method-
ological message. The cyber warfare exposure patterns mapped
by the CWEI are stable and robust. They are not dependent
on subjective weighting choices but rather reflect the inherent
spatial realities of Indonesia’s digital infrastructure and socio-
economic activities. This robustness test not only enhances
the scientific credibility of the index but also provides oper-
ational confidence for stakeholders and policymakers to use
the CWEI maps as a reliable basis for designing differentiated
cyber defense strategies.

Table 7 presents the robustness assessment between the
equal-weighted and PCA-derived weights CWEIs, followed
by the results of the OAT sensitivity analysis in Table 8. The
Pearson correlation coefficient of 0.998, with a statistically
significant p-value, indicates a near-perfect linear relationship
between the two index formulations, confirming that the overall
ranking of provinces is highly stable across different weight-
ing approaches. Further OAT sensitivity analysis shows that a
±10% change in the weighting of individual indicators results
in only marginal changes in the composite index, with correla-
tion values consistently exceeding 0.99. Among all indicators,
Internet Penetration exhibits the largest relative influence, al-
though its impact remains limited and does not alter the overall
exposure structure. Collectively, these findings confirm that
the CWEI is robust and insensitive to moderate variations in
weighting assumptions, meeting a key methodological require-
ment for composite index construction.

3.5 Spatial Distribution of CWEI and Exposure Levels
Analysis of the spatial distribution of the CWEI in Indonesia, as
visualized in Figures 6 and 7, reveals a highly structured pattern
of cyber exposure that aligns with geographic, economic, and
demographic realities. The CWEI map in Figure 6 shows a
spectrum of exposure values from 0 to 1. This map shows a
clear gradation of vulnerability, where areas with high index
values (lighter colors/closer to 0.5-0.7 on the bar scale) are
concentrated predominantly on the island of Java, with several
points scattered across Sumatra, Kalimantan, and Sulawesi,
which are centers of regional economic growth and governance.

This pattern is reinforced and qualified by the Classification
Map in Figure 7, which groups provinces into five categories:
Very Low, Low, Medium, High, and Very High. This classifi-
cation clearly shows that provinces with Very High exposure
are almost entirely located on the island of Java (such as Jakarta,
West Java, East Java, and Banten) and several other admin-
istrative/commercial centers outside Java. This reflects the
accumulation of risk factors such as the density of critical digi-
tal infrastructure, the intensity of digital economic transactions,
the concentration of government data, and high geopolitical
activity.

Provinces with Low to Very Low exposure are consistently
located in areas with low population density, limited economic
and government activity, and underdeveloped digital infrastruc-
ture. These areas are primarily located in eastern Indonesia,
most of the small islands, and inland areas. The consistency
between the CWEI map and this classification map indicates no
significant spatial anomalies. The resulting pattern fully aligns
with geographic-economic logic: the higher the intensity of a
region’s socio-economic-digital activity, the higher its exposure
to potential cyberwarfare attacks. This consistency is a strong
indicator that the CWEI construction is capable of validly and
consistently representing spatial reality.

The spatial distribution of the CWEI strengthens the in-
dex’s position as a reliable proxy within the GEOINT frame-
work. The resulting map not only describes the current sit-
uation but also provides a critical spatial basis for strategic
planning, cybersecurity resource allocation, and targeted miti-
gation policymaking, focusing on areas classified as High and
Very High. Table 9 displays the results of the global Moran’s I
analysis applied to the CWEI. The observed Moran’s I value
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Table 8. OAT Sensitivity Analysis

Indicator Correlation (+10%) Correlation (-10%)

Energy 0.996 0.995
Transportation 0.998 0.996
Telecommunication 0.998 0.997
Government 0.997 0.997
Internet Penetration 0.993 0.990
Night-Time Light 0.998 0.997
Urbanization Rate 0.999 0.998

Table 9. Spatial Statistics (Moran’s I)

Metric Value
Moran’s I 0.689
Expected I -0.027
Z-score 7.072
p-value 0.000

is 0.689. This value is substantially higher than the value ex-
pected under spatial randomness, indicating strong positive
spatial autocorrelation. The associated Z-scores and highly
significant p-values confirm that the spatial autocorrelation of
exposure is not random. Provinces with high CWEI values
tend to be geographically close together, particularly in Java
and parts of Sumatra, while provinces with low exposure are
clustered in eastern Indonesia. This spatial dependence under-
scores the importance of incorporating spatial considerations
in exposure assessments and policy formulation, as regional
vulnerability is shaped not only by local characteristics but also
by broader spatial and infrastructure interdependencies.

3.6 Synthesis and Strategic Implications
The results of this study indicate that the CWEI exhibits a
highly uneven spatial distribution across Indonesia. Descrip-
tive statistics for the indicators in Table 3 show that most of the
variables comprising the CWEI, particularly energy, telecom-
munications, government, and nighttime light intensity, follow
a right-skewed distribution with high skewness and kurtosis val-
ues. This pattern indicates a strong concentration of strategic
infrastructure assets and digital activities in a small number of
provinces, while the majority of other regions have relatively
lower levels of exposure. This finding confirms that cyber war-
fare risk in Indonesia is not homogeneously distributed but
rather structurally clustered. Accordingly, CWEI scores should
not be interpreted as indicators of cybercrime prevalence, but
as measures of structural exposure to strategic cyber warfare
operations. At the provincial level in Table 4, provinces on the
island of Java, particularly Jakarta, West Java, Central Java, and
East Java, consistently rank in the Very High category. These
results directly confirm that regions with high critical infrastruc-
ture density and high digital activity exhibit greater levels of
cyberwarfare exposure. These provinces’ dominant positions

reflect Java’s central role as the center of government, the econ-
omy, the energy network, and national telecommunications
connectivity. Conversely, most provinces in Eastern Indonesia
rank in the Low to Very Low categories, illustrating the gap in
digital and infrastructure development between regions.

Analysis of the aggregate index distribution in Table 5 re-
veals a high degree of variation in the CWEI, with significant
skewness and kurtosis at the index level. This indicates that
national cyber warfare risk is dominated by a small number of
high-risk provinces, while most other provinces contribute rel-
atively little to the total national exposure. From a non-military
defense policy perspective, this finding confirms that cyber risk
mitigation strategies are ineffective if applied uniformly. In-
stead, a regional priority-based approach is crucial to ensuring
efficient allocation of cybersecurity resources.

Model robustness tests in Table 7 show a very strong corre-
lation between the equal-weighted index and the PCA-derived
weights index (Pearson’s 𝛼 = 0.998; p < 0.001). These results
indicate that the equal-weighted approach used in constructing
the CWEI is not only transparent and easily replicated, but also
empirically stable and consistent with data-driven weighting
methods. Thus, the indicator selection and weighting scheme
in this study have strong methodological validity, making them
suitable for use as a tool for policy analysis and strategic plan-
ning.

Spatial analysis using Moran’s I in Table 9 yielded a high
and statistically significant positive value (I = 0.689; p < 0.001),
indicating strong spatial autocorrelation of cyber warfare ex-
posure in Indonesia. This finding indicates that cyber vul-
nerabilities do not emerge randomly, but rather form orga-
nized geographic patterns. This cluster pattern strengthens
the argument that spatial factors, such as geographic proxim-
ity, infrastructure connectivity, and concentration of economic
activity, play a significant role in shaping cyber warfare risk.
From a GEOINT perspective, this study confirms that cyber
warfare exposure is a spatially mappable, measurable, and pre-
dictable phenomenon. A CWEI-based approach allows for the
identification of potential vulnerabilities without relying solely
on historical cyber incident data, which is often incomplete,
classified, or unavailable to independent researchers. A key
advantage of this approach lies in its ability to integrate open
and measurable indicators, such as critical infrastructure den-
sity, digital connectivity levels, and economic activity, into a
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systematic analytical framework.
The strategic implications of these findings are significant

for national security policy. The concentration of risk in pro-
vinces categorized as High and Very High indicates that re-
sources for cyber protection, detection, and response cannot
be distributed equitably. Instead, cybersecurity policies and in-
vestments need to be prioritized in regions that serve as centers
of government, the economy, and the national digital network.
Furthermore, identifying key contributors to the CWEI, such
as telecommunications and energy infrastructure, provides an
empirical basis for formulating more targeted and risk-based
policies to protect critical sectors.

From a policy perspective, CWEI exposure classes pro-
vide a clear basis for prioritizing cybersecurity interventions.
Provinces classified as Very High and High exposure require
proactive protection of critical infrastructure, enhanced cyber
defense readiness, and continuous threat monitoring. Medium
exposure provinces should prioritize capacity building and
early-warning systems, while Low exposure regions may focus
on baseline cybersecurity standards and resilience planning.
This exposure-based prioritization supports efficient allocation
of national cybersecurity resources under budget constraints.

Although the research results demonstrate high method-
ological consistency, this study has a significant limitation: the
lack of empirical validation using actual cyberwarfare incident
data. Therefore, the CWEI in this study represents potential
exposure, not the actual attack rate. Further research is recom-
mended to integrate the limited available cyber incident data
and simulated attack scenarios to validate and refine the CWEI
model.

3.7 Further Research Directions
Based on the identified limitations, several priority directions
for further research are proposed to improve the robustness and
applicability of the CWEI. First, empirical validation using ob-
served cyber incident data is a critical research priority. Future
studies should seek collaboration with national cybersecurity
authorities, military cyber defense units, and private sector
stakeholders to access anonymized incident datasets. Such col-
laboration would enable validation of the CWEI against the
frequency and impact of actual attacks, facilitate the develop-
ment of predictive models for cyber threat forecasting, and
support cost-effectiveness analyses of targeted cyber defense
interventions.

Second, further research should expand the CWEI beyond
infrastructure exposure by integrating cyber defense capacity
and resilience indicators. Combining variables related to secu-
rity operations centers, incident response teams, cybersecurity
workforce capacity, vulnerability management practices, and
recovery mechanisms would enable the development of a more
comprehensive cyber risk index. A combined framework of
exposure and defense capacity would improve risk classifica-
tion and enhance policy relevance for national cyber defense
planning.

Third, increasing spatial resolution represents an important

methodological extension. While provincial-level analysis is
appropriate for strategic assessments, future research should
develop district-level or grid-based CWEI models to capture
intra-provincial heterogeneity and support operational and
tactical decision-making. Such improvements would enable
more precise resource allocation and integration with local
intelligence.

Fourth, temporal dynamics must be explicitly addressed
through longitudinal and dynamic modeling approaches. De-
veloping time-series-based CWEIs, combined with stochastic
or agent-based models, will enable researchers to examine ex-
posure trends, simulate cyberattack scenarios, and evaluate
policy interventions under different future conditions. Finally,
the CWEI framework can be extended for international com-
parative analysis. Applying the methodology across ASEAN or
other regional contexts would enable benchmarking, identifica-
tion of best practices, and formulation of regional cybersecurity
cooperation strategies, thus extending the research’s contribu-
tion beyond the national scale.

A further limitation relates to spatial aggregation at the
provincial level, which may introduce Modifiable Areal Unit
Problem (MAUP) effects. Provincial boundaries can obscure
intra-provincial heterogeneity in infrastructure density and dig-
ital exposure, potentially smoothing localized hotspots. While
appropriate for national strategic planning, future studies should
consider higher spatial resolutions to mitigate aggregation bias.

4. CONCLUSIONS

This study developed a GEOINT-based Cyber Warfare Ex-
posure Index (CWEI) to assess provincial-level exposure of
Indonesia’s strategic infrastructure to cyber warfare. Three
principal findings emerge. First, exposure is highly concen-
trated in Java, Bali, and South Sulawesi, with nine provinces
classified as High to Very High exposure (CWEI > 0.17). DKI
Jakarta recorded the highest value (0.752), followed by West
Java, Central Java, and East Java, reflecting the spatial concen-
tration of critical infrastructure, digital activity, and population
density. Second, a pronounced west-east disparity was identi-
fied, ten provinces in Eastern Indonesia fall into the Very Low
category (CWEI < 0.2), with West Sulawesi exhibiting the low-
est score (0.019), indicating that exposure strongly aligns with
infrastructure intensity and regional digital development gaps.
Third, the index demonstrates strong methodological robust-
ness, as PCA-derived weights produced near-identical results
to the equal-weighted model (R2 = 0.997; Pearson r = 0.998),
while a significant positive Moran’s I (p < 0.001) confirms spa-
tial clustering, with Jakarta, Bandung, and Surabaya forming
primary hotspots. Overall, the study provides the first spatially
explicit, subnational assessment of cyber warfare exposure in
Indonesia and offers an empirically grounded framework to
support geographically differentiated cybersecurity planning
and resource prioritization.
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